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Abstract  

This research examines the contribution of academic writing to the development of 

critical thinking skills among students studying cyber security programs. Using a qualitative 

research design, the research involves study of curriculum content and feedback from 

undergraduate students and instructors involved in writing-based learning activities. The 

results show that academic writing assignments, such as analytical essays, case study reports 

and reflective assignments, lead to better analytical reasoning, structured argument and 

reflective judgement. The research concludes that the systematic integration of academic 

writing in cyber security curriculum is necessary to support the cognitive development of 

students and enhance their professional competence in solving complex cyber security 

problems.  

Key words: Academic writing; critical thinking; cyber security education; higher education; 

analytical skills; technical communication; curriculum development  

Introduction  

The increased complexity of cyber security threats has greatly changed the professional 

requirements of cyber security professionals. In addition to superior technical expertise, those 

working in this field must exhibit high degrees of critical thinking skills, including problem 

analysis, risk evaluation, ethical judgment, and effective communication. These competencies 

are essential for making informed decisions in an environment of uncertainty and rapidly 

changing technological issues. Higher education institutions have the responsibility of 

preparing students to address these demands. However, cyber security curricula often have a 

strong focus on the technical training domain but tend to neglect the development of cognitive 

and communicative skills. Academic writing provides an efficient pedagogical way to handle 

this lack. By requiring students to participate in structured analysis, evaluation of evidence, and 

logical argumentation, academic writing fosters deeper intellectually with disciplinary content. 

This article examines the role that academic writing plays in the development of critical 

thinking skills in cyber security education and advocates for academic writing's integration into 

higher education programs. 

Literature Review 

Research in higher education has shown that there is a very strong correlation between 

academic writing and critical thinking skills. Bloom's (1956) taxonomy emphasizes higher-

order cognitive processes like analysis, synthesis and evaluation, which are essential in 

academic writing tasks. Writing activities promote that learners go beyond the surface of 

memorizing and engage in deeper cognitive processing. Facione (2015) defines critical thinking 

as purposeful, self-regulated judgment that involves interpretation, analysis and evaluation. 



IB
M

S
C

R
 |

 V
o

lu
m

e
 2

, I
ss

u
e

 8
, A

u
g

u
st

 
IB

A
S

T
 | 

V
o

lu
m

e
 6

, I
ss

u
e

 0
1

, J
a

n
u

a
ry

 

 

59 

INTERNATIONAL BULLETIN OF APPLIED SCIENCE 

AND TECHNOLOGY

ECHNOLOGY 

 

IF = 9.2  ISSN: 2750-3402 

IBAST 

These skills are inherently practiced with research-based writing. Kuhn (1999) further argues 

that argumentative writing encourages reflective thinking by the need for students to justify 

claims and take into consideration alternative perspectives. From a pedagogical perspective, 

Flower and Hayes (1981) cognitive process theory conceptualizes writing as a problem-solving 

activity, which involves planning, drafting and revising. These processes are very much similar 

to analytical reasoning needed in cyber security problem solving. Hyland (2016) stresses the 

idea that academic writing teaching is in support of the development of disciplinary thinking 

by familiarizing the student with conventions of argumentation and evidence. In technical and 

cyber security contexts, Swales and Feak (2012) place a high premium on genre awareness in 

a broad sense, as being essential for effective communication of complex ideas. Hartley (2008) 

says that clarity in academic writing helps in improving clarity of thoughts which is especially 

so in areas where it may result in grave consequences if people do not communicate clearly. 

Additionally, Paul and Elder (2014) address the importance of structured thinking frameworks 

for reinforcing logical and ethical thinking and Wing (2019) addresses the importance of 

written explanation and reflection in building analytical thinking in computing-related fields. 

 Methodology  

This study is a qualitative research design concerning integration of academic writing 

within the cyber security programs. Data was gathered by both curriculum analysis and semi-

structured interviews with 35 undergraduate cyber security students and 7 instructors. The 

writing tasks consisted of analytical essays, case study reports and reflective research 

assignments intended to foster the development of higher-order thinking skills based on 

Bloom's taxonomy (Bloom, 1956).  

Results  

The results suggest that academic writing has a great positive effect on the development 

of critical thinking skills for cyber security students: • Analytical reasoning: 80% of the students 

reported an improved ability to analyze the cyber security problems. The following percentages 

scored higher on each of these writing elements:  

Skill % Improved 

Analytical Reasoning 80% 

Argument Construction 74% 

Reflective Judgment 68% 

 

Argument construction: 74% showed better logical organization and evidence-based 

argumentation. Reflective judgment 68% showed greater awareness of ethical and strategic 

consideration in cyber security scenarios. Faculty observations supported these outcomes, and 

includes clearer reasoning, coherence and more consistent use of evidence in both written and 

oral assessments.  

 

Discussion  

The results are consistent with the existing research highlighting the use of academic 

writing as a cognitive and analytical process (Flower & Hayes, 1981; Facione, 2015). Writing 

tasks demand sustained reasoning and reflection which improves students ability to assess 

cyber security threats and justify proposed solutions. As Paul and Elder (2014) argue, 

disciplined thinking reinforces professional judgment, which is a critical competency in cyber 
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security environments. Moreover, the integration of academic writing into technical education 

helps to support effective disciplinary communication. It helps students communicate complex 

technical concepts to a variety of audiences, including people who are not technical experts 

(Hyland, 2016; Swales & Feak, 2012). This capability is especially vital in cyber security, which 

requires interdisciplinary collaboration in many cases.  

Conclusion 

 This research shows that academic writing is a pedagogical tool that is valuable to 

improve the critical thinking skills in the context of cyber security education. By asking students 

to write analytically, argumentatively and reflectively, educators can cultivate greater levels of 

cognitive engagement and professional preparedness. Academic writing should therefore be 

systematically included in the curricula for cyber security programs to help develop graduates 

who are analytically competent and able to communicate in ways that will help solve the 

complex problems of the cyber security field. 
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