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Annotation 

This article discusses the ethical (etiquette) issues of organizing a digital investigation in the 

process of digital transformation. In particular, the study put forward proposals for improving 

the methodological support of investigative practice in the conduct of digital investigation. 

The study analyzed the experience of Germany, England and the Republic of Uzbekistan in 

implementing the rules of digital ethics (etiquette). 

The researcher puts forward the idea that in the process of digital transformation, it is 

fundamentally important to introduce ethical (etiquette) rules for organizing digital 

investigation into investigative practice. The author believes that in order to protect personal 

data during investigative activities in the digital environment, first of all, it is necessary to 

establish ethical (etiquette) principles for working with electronic evidence, therefore, he 

gives recommendations on adapting investigative practice to advanced foreign practices. 

   The article was prepared on the basis of scientific and practical research, the opinions of 

theorists and practitioners on ethical (etiquette) issues of digital investigation in the process 

of digital transformation. 

Keywords: digital investigation, digital ethics (etiquette), legality, fairness, transparency, 

freedom, accountability. 

1. Introduction  

The active implementation of digital transformation processes makes it possible to widely use 

modern information technologies in public administration, the economy, the judiciary, 

education, healthcare, agriculture and other areas. Today, these processes are applied in 

almost all spheres of public life, and it has become the most active means of meeting daily 

needs. Daily tasks of a person, lifestyle, interests, plans, actions and activities in general are 

closely related to digital technologies. At the same time, humanity is active both in the virtual 

and in the material world [1]. This situation is especially evident during the Covid-19 

pandemic. In particular, the transition to online forms of labor markets and wage payment 

provides an opportunity for state and non-state organizations to widely use, monitor and 

control information about the privacy of citizens. 

   According to Article 27 of the Constitution of the Republic of Uzbekistan, everyone has the 

right to be protected from interference in his personal life [2]. At the same time, according to 

the current legislation, personal information relating to individuals is classified as confidential 

information [3]. Therefore, human life and personal data are rights elevated to the highest 
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degree of value! On the other hand, in the digital society, government and non-

government organizations need this information when exercising certain powers. 

During the coronavirus pandemic, these situations create psychological and legal conflicts of 

interest dilemmas. In particular, on the one hand, the priority of the constitutional rights of 

citizens related to privacy and protection of personal data, on the other hand, issues of 

ensuring the interests and security of state and non-state organizations cause conflicts 

between legal norms. The reason is that the enforcement of one of these norms in the fight 

against cybercrime inadvertently leads to the violation of the other. 

2. Research results 

Ethical (etiquette) issues when organizing 

a digital investigation 

The processes of implementing digital transformation also cover the moral (ethical) 

requirements associated with the use of digital technologies in the investigative process. The 

reason is that ethical issues are closely related to the privacy of citizens and the protection of 

personal data. Therefore, it is absolutely impossible that the legislator or persons applying it 

do not pay attention to these criteria when preparing, adopting or applying normative legal 

documents. The reason is that the Constitution of the Republic of Uzbekistan clearly 

recognizes that the rights and freedoms of the individual are higher than the interests of 

society and the state. This situation is also directly related to the processes of organizing a 

digital investigation. 

In fact, establishing a code of conduct for civil servants is nothing new in legislation. The 

reason is that the Resolution of the Cabinet of Ministers of the Republic of Uzbekistan dated 

March 2, 2016 No. 62 “On Approval of Model Rules of Conduct for Employees of State 

Administration Bodies and Local Executive Bodies” approved model rules. Based on this, each 

law enforcement agency has adopted its own code of conduct. However, these rules are not 

taken into account when determining the admissibility of digital evidence. 

The rules of etiquette for working with digital evidence define the rules that an expert, an 

official of an inquiry body, an investigator, an investigator, a prosecutor, courts should follow 

when collecting, examining and evaluating digital evidence in a case. specific case. The high 

level of compliance with these rules by these entities is essential when conducting a digital 

investigation. The reason is that these cases are directly related to the privacy of citizens and 

the protection of personal data. 

In international practice, the method of collecting and verifying digital evidence in the course 

of a trial is of great importance. The courts have the right to explain how this evidence was 

obtained in the course of the preliminary investigation and examination, and to require their 

demonstration (presentation). This institution was introduced to ensure impartiality and 

transparency in the administration of justice. Therefore, an expert, an official of the body of 

inquiry, an investigator, an interrogator, a prosecutor must carefully prepare for the 

presentation of any type of digital evidence to the court. At the same time, these subjects 

refrain from expressing any inappropriate or unverified opinions about digital evidence 

research. 

Today, the privacy of personal data is considered one of the problems of great concern not 

only in the country, but throughout the international community. The reason is that the digital 

transformation of all spheres of society, in turn, gives rise to the need for the use of personal 

data [4]. Various services provided by state bodies, state bodies or non-state enterprises, 
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institutions and organizations are directly related to the personal (confidential) 

information of citizens. These cases also allow these organizations to monitor and control the 

privacy of citizens or personal information. In this context, it is advisable to regulate the 

protection of the rights and freedoms of citizens not only by legal and technical requirements, 

but also by the rules of etiquette. 

Typically, this information includes the person's name, year of birth, social security number, 

passport, driver's license, bank account number, credit or plastic card numbers, biometric or 

genetic data, socioeconomic status, political opinions, religious beliefs, health. ., information 

about sex life or sexual orientation, PIN codes, electronic signature or passwords can be 

entered. This information is extremely dangerous, as it gives the right to control a person or 

his financial means, or passes the victim off as a criminal. Accordingly, it is advisable for the 

investigator to ensure the confidentiality of this information when conducting a digital 

investigation. 

The study analyzed a number of advanced foreign experience and international standards in 

this case. In this regard, the experience of regulating ethical (etiquette) relations in the 

process of digital investigation in the USA, England and European countries has been studied. 

The "Code of Digital Etiquette" adopted by the German Republic when organizing a digital 

investigation includes 5 principles - justice, freedom, usefulness, non-harm and transparency 

[5]; The Association of Police and Crime Commissioners of England, Scotland and Northern 

Ireland (APCC) has defined 6 principles: legality, accuracy, openness and transparency, good 

governance, fairness and accountability [6]. By clearly defining the tasks to be carried out 

under each principle, it was possible to avoid possible ambiguities in the scope of the law. 

According to the regulations established in the Republic of Uzbekistan, civil servants must 

carry out their professional activities based on the following principles: legality; fidelity to the 

Motherland and devotion to duty, full fulfillment of the assigned functional duties, strict 

observance of performing discipline; priority of the rights, freedoms and legitimate interests 

of citizens; loyalty to the interests of the state and society; fairness, honesty and impartiality; 

intolerant attitude and fight against corruption situations; strict observance of service 

confidentiality; do not abuse official powers; Avoiding conflicts of interest [7]. 

The results of the analysis show that there are certain gaps in these rules of etiquette. These 

gaps are related to personal responsibility, conflict of interest prevention, and digital evidence 

research, and it is worth revisiting and refining these requirements from today's point of 

view. Therefore, in traditional investigative and judicial practice, there are no sufficient skills 

and experience in the methodological rules for working with electronic evidence in the 

investigation of cybercrime. Therefore, the law enforcer is forced to rely on his intellectual 

and legal consciousness when regulating relations that arise in practice. This, in turn, leads to 

the formation of various practices in investigative practice and the use of methods and means 

that do not have a full scientific justification when evaluating digital evidence in relation to a 

case. 

3. Conclusion 

The results of the study show the need to adapt the rules of etiquette adopted by law 

enforcement agencies in our country to foreign best practices. 

At the same time, it is advisable to establish the following ethical rules when organizing a 

digital investigation: 
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ensuring the inviolable rights to life, health, honor and dignity of a person during a 

digital investigation; 

maintain a high degree of impartiality and honesty; 

comprehensive and complete study and analysis of digital evidence and the correct 

presentation of facts; 

conduct a digital investigation and follow the principles of working with digital evidence; 

draw conclusions based on provable facts [8]; 

non-disclosure of facts that may entail liability. 
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